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Authy TFA Quick Start Guide

iPhone

Starting July 15, 2015, all ACF web users will need to enable Two-Factor Authentication (TFA) on their
ACF accounts. Two-Factor Authentication (TFA) is a tool to help prevent unauthorized users from
accessing your ACF account.

How it works

In a two-factor authentication system, the first form of user identification is your current login
credentials - your username and password. The second form of identification is created by a special
algorithm in the ACF system and sent to a device you have authorized to receive that code. ACF is using
an application on a smartphone, Authy, as well as providing a backup method of receiving codes via SMS
text. Because any user attempting to log in must possess both your username and password AND your
phone, it is much more difficult for a user account to become compromised.

Authy app generates a six-digit code for you to enter when you log in. Important to note, the code
changes approximately once a minute for security purposes. Once you have set up the connection with
ACF'’s site, you will need to use Authy every time to gain access to the site.

The default account timeout settings have not changed with TFA. You may not need to log into your
ACF account when you’re away from your desk for an extended period of time.

Follow the steps below to link Google Authenticator to your ACF account and use it as your secondary
method of identification.

1. Loginto your ACF account using your username and password as you normally would.
2. On the next screen, a prompt will inform you that you need to set up TFA on your account.
a. Reenter your password to continue.
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TFA setup

Current password *

Enter your current password to continue.

Confirm | Cancel

Browser screen showing the password
reentry for TFA setup



b. On the next screen, you will be given a choice between two applications for completing
TFA logins, Google Authenticator or Authy.

a. You will be use one of those applications each time you log in to ACF to acquire the
second authentication code the system now requires. Below that, you will see a manual
verification code and a QR code your phone can scan.

device:

Verity and s | Cancel

TFA setup - Application

Install authentication code application on your mobile or desktop

Google Authenticator [AndrokdiPhoneBlackBaTy)
A HIEPY ]

Browser screen showing the QR and
manual authentication codes

b. You will use these in the following steps to connect your smartphone app with your ACF

account.

3. Once the Authy app has been installed, open the app. Authy will ask you to link your cell phone

number and your ACF email address to the app.

a. You will then be provided with an option to verify your account via phone call or SMS
text. Select SMS to receive your confirmation number.

b. When you receive a text message from Authy, enter the registration pin into the app to

continue.
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Enter your registration pin:

Registration Pin




c. Note: you may receive an iPhone notification to Push Notifications. Please select okay to
allow Authy to Push Notifications to your iPhone.
4. Authy will then ask you to enable backups on your phone and to set up a backup password.
Please enable a backup password for your Authy app.
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Enter a backup encryption password below and
Authy will encrypt and backup all your accounts.
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5. After you have assigned a backup password to the Authy app, a menu will appear that will allow
to you either scan the QR code on the ACF website or manually enter the code that appears

above the QR code.
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Point camera at a QR code

@ Scan QR Code

No QR code? Enter key manually.

a. Ifyou select Scan barcode, your iPhone’s camera will activate.
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b. Hold your phone close to the screen to allow the camera to capture the QR code.
6. After Authy reads the QR code, you may receive a popup message that suggests sharing your

Security Consciousness.

a. Close out of the popup message to continue.
b. The six-digit security code will then become available to you. When the code has
processed, Authy will generate a verification code and display it.




c. Type the six-digit code you see in the app into the ACF website below the QR code.
Then select verify and save.

Note: the code has a timer, if the timer expires you may need to enter in a new code
before continuing your login.
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7. After you enter the verification code into your account, you will sign up for SMS (text message)
authentication. The SMS authentication will act as a backup in case the app malfunctions.
a. Once you enter in your mobile number into the box, select Send SMS.
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o Application code verified. One setup step remaining

TFA setup - SMS

Mebile phone number *

Enter your mobile phone number that can receive SMS codes,A code will be sentio this numbgy for validation.
This number is stored on your account under field Mobile Phone

Send SMS | Skip and finish

b. A text message will be sent to your phone.



8. Once you receive the verification code, enter it in the verification code box on the ACF website.
a. Then select verify and save.
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@ Acode was sent to xxx-xxx-6666. It may take up to a minute for its arrival.

TFA setup - SMS

Verification Code *

Enter G-character code sent o your device. mh_e code does not arrive or you entered the wrdng number click
here to start over.
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You should now have full access your ACF account.
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